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Foreword

By Douglas MacEachin'

My first exposure to Dick Heuer’s work was about 18 years ago, and
I have never forgotten the strong impression it made on me then. That
was at about the midpoint in my own career as an intelligence analyst.
After another decade and a half of experience, and the opportunity dur-
ing the last few years to study many historical cases with the benefit of
archival materials from the former USSR and Warsaw Pact regimes, read-
ing Heuer’s latest presentation has had even more resonance.

I know from first-hand encounters that many CIA officers tend to
react skeptically to treatises on analytic epistemology. This is understand-
able. Too often, such treatises end up prescribing models as answers to the
problem. These models seem to have little practical value to intelligence
analysis, which takes place not in a seminar but rather in a fast-breaking
world of policy. But that is not the main problem Heuer is addressing.

What Heuer examines so clearly and effectively is how the human
thought process builds its own models through which we process infor-
mation. This is not a phenomenon unique to intelligence; as Heuer’s
research demonstrates, it is part of the natural functioning of the human
cognitive process, and it has been demonstrated across a broad range of
fields ranging from medicine to stock market analysis.

The process of analysis itself reinforces this natural function of the
human brain. Analysis usually involves creating models, even though
they may not be labeled as such. We set forth certain understandings and
expectations about cause-and-effect relationships and then process and
interpret information through these models or filters.

The discussion in Chapter 5 on the limits to the value of additional
information deserves special attention, in my view—particularly for an

1. Douglas MacEachin is a former CIA Deputy Director of Intelligence. After 32 years with the
Agency, he retired in 1997 and became a Senior Fellow at Harvard University’s John E Kennedy
School of Government.
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Leading Contributors to Quality of Analysis

Intelligence analysts, in seeking to make sound judgments, are al-
ways under challenge from the complexities of the issues they address
and from the demands made on them for timeliness and volume of pro-
duction. Four Agency individuals over the decades stand out for having
made major contributions on how to deal with these challenges to the
quality of analysis.

My short list of the people who have had the greatest positive im-
pact on CIA analysis consists of Sherman Kent, Robert Gates, Douglas
MacEachin, and Richards Heuer. My selection methodology was simple.
I asked myself: Whose insights have influenced me the most during my
four decades of practicing, teaching, and writing about analysis?

Sherman Kent

Sherman Kent’s pathbreaking contributions to analysis cannot be
done justice in a couple of paragraphs, and I refer readers to fuller treat-
ments elsewhere.’ Here I address his general legacy to the analytical pro-
fession.

Kent, a professor of European history at Yale, worked in the Research
and Analysis branch of the Office of Strategic Services during World War
I1. He wrote an influential book, Strategic Intelligence for American World
Power, while at the National War College in the late 1940s. He served as
Vice Chairman and then as Chairman of the DCI’s Board of National
Estimates from 1950 to 1967.

Kent’s greatest contribution to the quality of analysis was to define
an honorable place for the analyst—the thoughtful individual “applying
the instruments of reason and the scientific method”—in an intelligence
world then as now dominated by collectors and operators. In a second
(1965) edition of Strategic Intelligence, Kent took account of the coming
computer age as well as human and technical collectors in proclaiming
the centrality of the analyst:

Whatever the complexities of the puzzles we strive to solve and
whatever the sophisticated techniques we may use to collect

3. See, in particular, the editor’s unclassified introductory essay and “Tribute” by Harold P. Ford
in Donald . Steury, Sherman Kent and the Board of National Estimates: Collected Essays (CIA,
Center for the Study of Intelligence, 1994). Hereinafter cited as Steury, Kenz.
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need to understand the lenses through which this information
passes. These lenses are known by many terms—mental mod-
els, mind-sets, biases, or analytic assumptions.

In essence, Heuer sees reliance on mental models to simplify and
interpret reality as an unavoidable conceptual mechanism for intelligence
analysts—often useful, but at times hazardous. What is required of ana-
lysts, in his view, is a commitment to challenge, refine, and challenge again
their own working mental models, precisely because these steps are cen-
tral to sound interpretation of complex and ambiguous issues.

Throughout the book, Heuer is critical of the orthodox prescription
of “more and better information” to remedy unsatisfactory analytic per-
formance. He urges that greater attention be paid instead to more inten-
sive exploitation of information already on hand, and that in so doing,
analysts continuously challenge and revise their mental models.

Heuer sees mirror-imaging as an example of an unavoidable cogni-
tive trap. No matter how much expertise an analyst applies to interpret-
ing the value systems of foreign entities, when the hard evidence runs out
the tendency to project the analyst’s own mind-set takes over. In Chapter
4, Heuer observes:

To see the options faced by foreign leaders as these leaders see
them, one must understand their values and assumptions and
even their misperceptions and misunderstandings. Without
such insight, interpreting foreign leaders” decisions or forecast-
ing future decisions is often nothing more than partially in-
formed speculation. Too frequently, foreign behavior appears
“irrational” or “not in their own best interest.” Such conclu-
sions often indicate analysts have projected American values
and conceptual frameworks onto the foreign leaders and soci-
eties, rather than understanding the logic of the situation as it
appears to them.

Competing Hypotheses
To offset the risks accompanying analysts’ inevitable recourse to mir-
ror-imaging, Heuer suggests looking upon analysts’ calculations about
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should there not be more research to explore and document the impact
of different mental models?'®

The reaction of the Intelligence Community to many problems is
to collect more information, even though analysts in many cases already
have more information than they can digest. What analysts need is more
truly useful information—mostly reliable HUMINT from knowledge-
able insiders—to help them make good decisions. Or they need a more
accurate mental model and better analytical tools to help them sort
through, make sense of, and get the most out of the available ambiguous
and conflicting information.

Psychological research also offers to intelligence analysts additional
insights that are beyond the scope of this book. Problems are not limited
to how analysts perceive and process information. Intelligence analysts
often work in small groups and always within the context of a large, bu-
reaucratic organization. Problems are inherent in the processes that occur
at all three levels—individual, small group, and organization. This book
focuses on problems inherent in analysts’ mental processes, inasmuch as
these are probably the most insidious. Analysts can observe and get a feel
for these problems in small-group and organizational processes, but it
is very difficult, at best, to be self-conscious about the workings of one’s
own mind.

18. Graham Allison’s work on the Cuban missile crisis (Essence of Decision, Little, Brown &
Co., 1971) is an example of what I have in mind. Allison identified three alternative assump-
tions about how governments work--a rational actor model, an organizational process model,
and a bureaucratic politics model. He then showed how an analyst’s implicit assumptions about
the most appropriate model for analyzing a foreign government’s behavior can cause him or
her to focus on different evidence and arrive at different conclusions. Another example is my
own analysis of five alternative paths for making counterintelligence judgments in the contro-
versial case of KGB defector Yuriy Nosenko: Richards J. Heuer, Jr., “Nosenko: Five Paths to
Judgment,” Studies in Intelligence, Vol. 31, No. 3 (Fall 1987), originally classified Secret but de-
classified and published in H. Bradford Westerfield, ed., nside CIA’s Private World: Declassified
Articles from the Agency’s Internal Journal 1955-1992 (New Haven: Yale University Press, 1995).















Impressions resist change.

to see a man long after an “objective observer” (for example, an observer
who has seen only a single picture) recognizes that the man is now a
woman. Similarly, test subjects who start at the woman end of the series
are biased in favor of continuing to see a woman. Once an observer has
formed an image—that is, once he or she has developed a mind-set or
expectation concerning the phenomenon being observed—this condi-
tions future perceptions of that phenomenon.
This is the basis for another general principle of perception:

New information is assimilated to existing images.

This principle explains why gradual, evolutionary change often goes
unnoticed. It also explains the phenomenon that an intelligence analyst
assigned to work on a topic or country for the first time may generate
accurate insights that have been overlooked by experienced analysts who
have worked on the same problem for 10 years. A fresh perspective is
sometimes useful; past experience can handicap as well as aid analysis.
This tendency to assimilate new data into pre-existing images is greater
“the more ambiguous the information, the more confident the actor is of
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the validity of his image, and the greater his commitment to the estab-
lished view.”?

The drawing in Figure 3 provides the reader an opportunity to test
for him or herself the persistence of established images.* Look at Figure
3. What do you see—an old woman or a young woman? Now look again
to see if you can visually and mentally reorganize the data to form a dif-
ferent image—that of a young woman if your original perception was of
an old woman, or of the old woman if you first perceived the young one.
If necessary, look at the footnote for clues to help you identify the other

25. Jervis, p. 195.
26. This picture was originally published in Puck magazine in 1915 as a cartoon entitled “My
Wife and My Mother-in-Law.”
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Customer demand for interpretive analysis is greatest within two or three
days after an event occurs. The system requires the intelligence analyst to
come up with an almost instant diagnosis before sufhicient hard infor-
mation, and the broader background information that may be needed
to gain perspective, become available to make possible a well-grounded
judgment. This diagnosis can only be based upon the analyst’s precon-
ceptions concerning how and why events normally transpire in a given
society.

As time passes and more information is received, a fresh look at all
the evidence might suggest a different explanation. Yet, the perception
experiments indicate that an early judgment adversely affects the forma-
tion of future perceptions. Once an observer thinks he or she knows what
is happening, this perception tends to resist change. New data received
incrementally can be fit easily into an analyst’s previous image. This per-
ceptual bias is reinforced by organizational pressures favoring consistent
interpretation; once the analyst is committed in writing, both the analyst
and the organization have a vested interest in maintaining the original
assessment.

That intelligence analysts perform as well as they do is testimony to
their generally sound judgment, training, and dedication in performing
a dauntingly difficult task.

The problems outlined here have implications for the management
as well as the conduct of analysis. Given the difficulties inherent in the
human processing of complex information, a prudent management sys-
tem should:

e Encourage products that clearly delineate their assumptions and
chains of inference and that specify the degree and source of un-
certainty involved in the conclusions.

e Support analyses that periodically re-examine key problems from
the ground up in order to avoid the pitfalls of the incremental
approach.

e Emphasize procedures that expose and elaborate alternative
points of view.

o Educate consumers about the limitations as well as the capabili-
ties of intelligence analysis; define a set of realistic expectations as
a standard against which to judge analytical performance.

16



Chapter 3
Memory: How Do We Remember What We Know?

Differences between stronger and weaker analytical performance are at-
tributable in large measure to differences in the organization of data and
experience in analysts’ long-term memory. The contents of memory form a
continuous input into the analytical process, and anything that influences
what information is remembered or retrieved from memory also influences
the outcome of analysis.

This chapter discusses the capabilities and limitations of several com-
ponents of the memory system. Sensory information storage and short-term
memory are beset by severe limitations of capaciry, while long-term memory,
Jor all practical purposes, has a virtually infinite capacity. With long-term
memory, the problems concern getting information into it and retrieving in-
Jormation once it is there, not physical limits on the amount of information
that may be stored. Understanding how memory works provides insight into
several analytical strengths and weaknesses.

d %k sk ok ok sk ok ok sk ok sk sk sk ok osk sk ok sk sk

Components of the Memory System

What is commonly called memory is not a single, simple function.
It is an extraordinarily complex system of diverse components and pro-
cesses. There are at least three, and very likely more, distinct memory
processes. The most important from the standpoint of this discussion
and best documented by scientific research are sensory information stor-
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much more likely to remain implicit, rather than be a focal point of the
analysis.

Comparison with Historical Situations

A third approach for going beyond the available information is
comparison. An analyst seeks understanding of current events by com-
paring them with historical precedents in the same country, or with simi-
lar events in other countries. Analogy is one form of comparison. When
an historical situation is deemed comparable to current circumstances,
analysts use their understanding of the historical precedent to fill gaps in
their understanding of the current situation. Unknown elements of the
present are assumed to be the same as known elements of the historical
precedent. Thus, analysts reason that the same forces are at work, that the
outcome of the present situation is likely to be similar to the outcome
of the historical situation, or that a certain policy is required in order to
avoid the same outcome as in the past.

Comparison differs from situational logic in that the present situa-
tion is interpreted in the light of a more or less explicit conceptual model
that is created by looking at similar situations in other times or places.
It differs from theoretical analysis in that this conceptual model is based
on a single case or only a few cases, rather than on many similar cases.
Comparison may also be used to generate theory, but this is a more nar-
row kind of theorizing that cannot be validated nearly as well as general-
izations inferred from many comparable cases.

Reasoning by comparison is a convenient shortcut, one chosen when
neither data nor theory are available for the other analytical strategies, or
simply because it is easier and less time-consuming than a more detailed
analysis. A careful comparative analysis starts by specifying key elements
of the present situation. The analyst then seeks out one or more historical
precedents that may shed light on the present. Frequently, however, a his-
torical precedent may be so vivid and powerful that it imposes itself upon
a person’s thinking from the outset, conditioning them to perceive the
present primarily in terms of its similarity to the past. This is reasoning
by analogy. As Robert Jervis noted, “historical analogies often precede,
rather than follow, a careful analysis of a situation.”®

40. Robert Jervis, “Hypotheses on Misperception,” World Politics 20 (April 1968), p. 471.
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explicit so that they may be examined and challenged, not by vain efforts
to eliminate them from analysis.

Relationships Among Strategies

No one strategy is necessarily better than the others. In order to
generate all relevant hypotheses and make maximum use of all poten-
tially relevant information, it would be desirable to employ all three
strategies at the early hypothesis generation phase of a research project.
Unfortunately, analysts commonly lack the inclination or time to do so.

Different analysts have different analytical habits and preferences
for analytical strategy. As a broad generalization that admits numerous
exceptions, analysts trained in area studies or history tend to prefer situ-
ational logic, while those with a strong social science background are
more likely to bring theoretical and comparative insights to bear on their
work. The Intelligence Community as a whole is far stronger in situ-
ational logic than in theory. In my judgment, intelligence analysts do not
generalize enough, as opposed to many academic scholars who generalize
too much. This is especially true in political analysis, and it is not entirely
due to unavailability of applicable political theory. Theoretical insights
that are available are often unknown to or at least not used by political
intelligence analysts.

Differences in analytical strategy may cause fundamental differences
in perspective between intelligence analysts and some of the policymak-
ers for whom they write. Higher level officials who are not experts on the
subject at issue use far more theory and comparison and less situational
logic than intelligence analysts. Any policymaker or other senior manag-
er who lacks the knowledge base of the specialist and does not have time
for detail must, of necessity, deal with broad generalizations. Many deci-
sions must be made, with much less time to consider each of them than
is available to the intelligence analyst. This requires the policymaker to
take a more conceptual approach, to think in terms of theories, models,
or analogies that summarize large amounts of detail. Whether this rep-
resents sophistication or oversimplification depends upon the individual
case and, perhaps, whether one agrees or disagrees with the judgments
made. In any event, intelligence analysts would do well to take this phe-
nomenon into account when writing for their consumers.
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The intelligence analyst has another tempting option not available
to the policymaker: to avoid judgment by simply describing the current
situation, identifying alternatives, and letting the intelligence consumer
make the judgment about which alternative is most likely. Most of these
strategies are not discussed here. The following paragraphs focus only on
the one that seems most prevalent in intelligence analysis.

“Satisficing”

I would suggest, based on personal experience and discussions with
analysts, that most analysis is conducted in a manner very similar to
the satisficing mode (selecting the first identified alternative that appears
“good enough”).“ The analyst identifies what appears to be the most like-
ly hypothesis—that is, the tentative estimate, explanation, or description
of the situation that appears most accurate. Data are collected and orga-
nized according to whether they support this tentative judgment, and the
hypothesis is accepted if it seems to provide a reasonable fit to the data.
The careful analyst will then make a quick review of other possible hy-
potheses and of evidence not accounted for by the preferred judgment to
ensure that he or she has not overlooked some important consideration.

This approach has three weaknesses: the selective perception that re-
sults from focus on a single hypothesis, failure to generate a complete set
of competing hypotheses, and a focus on evidence that confirms rather
than disconfirms hypotheses. Each of these is discussed below.

Selective Perception. Tentative hypotheses serve a useful function
in helping analysts select, organize, and manage information. They nar-
row the scope of the problem so that the analyst can focus efficiently
on data that are most relevant and important. The hypotheses serve as
organizing frameworks in working memory and thus facilitate retrieval
of information from memory. In short, they are essential elements of the
analytical process. But their functional utility also entails some cost, be-
cause a hypothesis functions as a perceptual filter. Analysts, like people in
general, tend to see what they are looking for and to overlook that which
is not specifically included in their search strategy. They tend to limit the
processed information to that which is relevant to the current hypothesis.

46. The concept of “satisficing,” of secking a satisfactory rather than an optimal solution, was
developed by Herbert A. Simon and is widely used in the literature on decision analysis.
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ables are most important and how they are related to each other. If ana-
lysts have good insight into their own mental model, they should be able
to identify and describe the variables they have considered most impor-
tant in making judgments.

There is strong experimental evidence, however, that such self-in-
sight is usually faulty. The expert perceives his or her own judgmental
process, including the number of different kinds of information taken
into account, as being considerably more complex than is in fact the case.
Experts overestimate the importance of factors that have only a minor
impact on their judgment and underestimate the extent to which their
decisions are based on a few major variables. In short, people’s mental
models are simpler than they think, and the analyst is typically unaware
not only of which variables should have the greatest influence, but also
which variables acrually are having the greatest influence.

All this has been demonstrated by experiments in which analysts
were asked to make quantitative estimates concerning a relatively large
number of cases in their area of expertise, with each case defined by a
number of quantifiable factors. In one experiment, for example, stock
market analysts were asked to predict long-term price appreciation for 50
securities, with each security being described in such terms as price/earn-
ings ratio, corporate earnings growth trend, and dividend yield.’® After
completing this task, the analysts were asked to explain how they reached
their conclusions, including how much weight they attached to each of
the variables. They were instructed to be sufficiently explicit that another
person going through the same information could apply the same judg-
mental rules and arrive at the same conclusions.

In order to compare this verbal rationalization with the judgmental
policy reflected in the stock market analysts’ actual decisions, multiple
regression analysis or other similar statistical procedures can be used to
develop a mathematical model of how each analyst actually weighed and
combined information on the relevant variables.®® There have been at
least eight studies of this type in diverse fields,* including one involving

58. Paul Slovic, Dan Fleissner, and W. Scott Bauman, “Analyzing the Use of Information in
Investment Decision Making: A Methodological Proposal,” 7he Journal of Business, 45 (1972),
pp- 283-301.

59. For a discussion of the methodology, see Slovic, Fleissner, and Bauman, op. cit.

60. For a list of references, see Paul Slovic and Sarah Lichtenstein, “Comparison of Bayesian and
Regression Approaches to the Study of Information Processing in Judgment,” Organizational
Behavior and Human Performance, 6 (1971), p. 684.
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of analysis, inasmuch as the conclusions follow logically from the appli-
cation of the agreed-upon model to the available data.

Conceptually Driven Analysis

Conceptually driven analysis is at the opposite end of the spectrum
from data-driven analysis. The questions to be answered do not have neat
boundaries, and there are many unknowns. The number of potentially
relevant variables and the diverse and imperfectly understood relation-
ships among these variables involve the analyst in enormous complexity
and uncertainty. There is little tested theory to inform the analyst con-
cerning which of the myriad pieces of information are most important
and how they should be combined to arrive at probabilistic judgments.

In the absence of any agreed-upon analytical schema, analysts are
left to their own devices. They interpret information with the aid of
mental models that are largely implicit rather than explicit. Assumptions
concerning political forces and processes in the subject country may not
be apparent even to the analyst. Such models are not representative of an
analytical consensus. Other analysts examining the same data may well
reach different conclusions, or reach the same conclusions but for differ-
ent reasons. This analysis is conceptually driven, because the outcome
depends at least as much upon the conceptual framework employed to
analyze the data as it does upon the data itself.

To illustrate further the distinction between data-driven and con-
ceptually driven analysis, it is useful to consider the function of the ana-
lyst responsible for current intelligence, especially current political intelli-
gence as distinct from longer term research. The daily routine is driven by
the incoming wire service news, embassy cables, and clandestine-source
reporting from overseas that must be interpreted for dissemination to
consumers throughout the Intelligence Community. Although current
intelligence reporting is driven by incoming information, this is not what
is meant by data-driven analysis. On the contrary, the current intelligence
analyst’s task is often extremely concept-driven. The analyst must provide
immediate interpretation of the latest, often unexpected events. Apart
from his or her store of background information, the analyst may have
no data other than the initial, usually incomplete report. Under these
circumstances, interpretation is based upon an implicit mental model
of how and why events normally transpire in the country for which the
analyst is responsible. Accuracy of judgment depends almost exclusively
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when long-held views or conventional wisdom need to be revised in re-
sponse to a changing world?

Beliefs, assumptions, concepts, and information retrieved from
memory form a mind-set or mental model that guides perception and
processing of new information. The nature of the intelligence business
forces us to deal with issues at an early stage when hard information is
incomplete. If there were no gaps in the information on an issue or situa-
tion, and no ambiguity, it would not be an interesting intelligence prob-
lem. When information is lacking, analysts often have no choice but to
lean heavily on prior beliefs and assumptions about how and why events
normally transpire in a given country.

A mind-set is neither good nor bad. It is unavoidable. It is, in es-
sence, a distillation of all that analysts think they know about a subject.
It forms a lens through which they perceive the world, and once formed,
it resists change.

Understanding Mental Ruts

Chapter 3 on memory suggested thinking of information in mem-
ory as somehow interconnected like a massive, multidimensional spider
web. It is possible to connect any point within this web to any other
point. When analysts connect the same points frequently, they form a
path that makes it easier to take that route in the future. Once they start
thinking along certain channels, they tend to continue thinking the same
way and the path may become a rut. The path seems like the obvious and
natural way to go. Information and concepts located near that path are
readily available, so the same images keep coming up. Information not
located near that path is less likely to come to mind.

Talking about breaking mind-sets, or creativity, or even just open-
ness to new information is really talking about spinning new links and
new paths through the web of memory. These are links among facts and
concepts, or between schemata for organizing facts or concepts, that were
not directly connected or only weakly connected before.

New ideas result from the association of old elements in new com-
binations. Previously remote elements of thought suddenly become as-
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but may choose or be assigned to represent it as strenuously as possible.
The goal is to expose conflicting interpretations and show how alterna-
tive assumptions and images make the world look different. It often re-
quires time, energy, and commitment to see how the world looks from a
different perspective.”

Imagine that you are the boss at a US facility overseas and are wor-
ried about the possibility of a terrorist attack. A standard staff response
would be to review existing measures and judge their adequacy. There
might well be pressure—subtle or otherwise—from those responsible for
such arrangements to find them satisfactory. An alternative or supple-
mentary approach would be to name an individual or small group as a
devil’s advocate assigned to develop actual plans for launching such an
attack. The assignment to think like a terrorist liberates the designated
person(s) to think unconventionally and be less inhibited about finding
weaknesses in the system that might embarrass colleagues, because un-
covering any such weaknesses is the assigned task.

Devil’s advocacy has a controversial history in the Intelligence
Community. Suffice it to say that some competition between conflict-
ing views is healthy and must be encouraged; all-out political battle is
counterproductive.

Recognizing When To Change Your Mind

As a general rule, people are too slow to change an established view,
as opposed to being too willing to change. The human mind is conserva-
tive. It resists change. Assumptions that worked well in the past continue
to be applied to new situations long after they have become outmoded.

Learning from Surprise. A study of senior managers in industry
identified how some successful managers counteract this conservative
bent. They do it, according to the study,

By paying attention to their feelings of surprise when a par-
ticular fact does not fit their prior understanding, and then by
highlighting rather than denying the novelty. Although surprise
made them feel uncomfortable, it made them take the cause
[of the surprise] seriously and inquire into it. . . . Rather than

73. For an interesting discussion of the strengths and potential weaknesses of the “devil’s
advocate” approach, see Robert Jervis, Perception and Misperception in International Politics
(Princeton, NJ: Princeton University Press, 1976), pp. 415-418.
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In summary, some degree of innate creative talent may be a neces-
sary precondition for innovative work, but it is unlikely to be of much
value unless the organizational environment in which that work is done
nurtures the development and communication of new ideas. Under un-
favorable circumstances, an individual’s creative impulses probably will
find expression outside the organization.

There are, of course, exceptions to the rule. Some creativity occurs
even in the face of intense opposition. A hostile environment can be
stimulating, enlivening, and challenging. Some people gain satisfaction
from viewing themselves as lonely fighters in the wilderness, but when it
comes to conflict between a large organization and a creative individual
within it, the organization generally wins.

Recognizing the role of organizational environment in stimulating
or suppressing creativity points the way to one obvious set of measures to
enhance creative organizational performance. Managers of analysis, from
first-echelon supervisors to the Director of Central Intelligence, should
take steps to strengthen and broaden the perception among analysts that
new ideas are welcome. This is not easy; creativity implies criticism of
that which already exists. It is, therefore, inherently disruptive of estab-
lished ideas and organizational practices.

Particularly within his or her own office, an analyst needs to enjoy a
sense of security, so that partially developed ideas may be expressed and
bounced off others as sounding boards with minimal fear of criticism or
ridicule for deviating from established orthodoxy. At its inception, a new
idea is frail and vulnerable. It needs to be nurtured, developed, and tested
in a protected environment before being exposed to the harsh reality of
public criticism. It is the responsibility of an analyst’s immediate supervi-
sor and office colleagues to provide this sheltered environment.

Conclusions

Creativity, in the sense of new and useful ideas, is at least as impor-
tant in intelligence analysis as in any other human endeavor. Procedures
to enhance innovative thinking are not new. Creative thinkers have em-
ployed them successfully for centuries. The only new elements—and even
they may not be new anymore—are the grounding of these procedures
in psychological theory to explain how and why they work, and their
formalization in systematic creativity programs.
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SOLUTIONS TO PUZZLE PRESENTED IN FIGURE 6

The nine-dots puzzle illustrated in Figure 6 above and earlier in this
chapter is difficult to solve only if one defines the problem to narrowly.
A surprising number of people assume they are not supposed to let the
pencil go outside an imaginary square drawn around the nine dots.

Figure 7

This unconscious constraint exists only in the mind of the problem-
solver; it is not specified in the definition of the problem. With no limit
on the length of lines, it should be relatively easy to come up with the
answer shown in Figure 7.
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these tools to a type of decision commonly encountered in our personal
lives.

Car Purchase Matrix

In choosing among alternative purchases, such as when buying a car,
a new computer, or a house, people often want to maximize their satis-
faction on a number of sometimes-conflicting dimensions. They want a
car at the lowest possible price, with the lowest maintenance cost, highest
resale value, slickest styling, best handling, best gas mileage, largest trunk
space, and so forth. They can’t have it all, so they must decide what is
most important and make tradeoffs. As Ben Franklin said, the choice is
sometimes difficult. We vacillate between one choice and another, be-
cause we cannot keep in working memory at the same time all the char-
acteristics of all the choices. We think first of one and then the other.

To handle this problem analytically, follow the divide-and-conquer
principle and “draw a picture” of the problem as a whole that helps you
identify and make the tradeoffs. The component parts of the car purchase
problem are the cars you are considering buying and the attributes or
dimensions you want to maximize. After identifying the desirable attri-
butes that will influence your decision, weigh how each car stacks up on
each attribute. A matrix is the appropriate tool for keeping track of your
judgments about each car and each attribute, and then putting all the
parts back together to make a decision.

Start by listing the important attributes you want to maximize, as
shown for example in Figure 11.
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analysts pat themselves on the back (“See, I knew it all along!”) and look
no further. If it does not, they either reject the evidence as misleading or
develop another hypothesis and go through the same procedure again.
Decision analysts call this a satisficing strategy. (See Chapter 4, Strategies
for Analytical Judgment.) Satisficing means picking the first solution that
seems satisfactory, rather than going through all the possibilities to iden-
tify the very best solution. There may be several seemingly satisfactory
solutions, but there is only one best solution.

Chapter 4 discussed the weaknesses in this approach. The principal
concern is that if analysts focus mainly on trying to confirm one hy-
pothesis they think is probably true, they can easily be led astray by the
fact that there is so much evidence to support their point of view. They
fail to recognize that most of this evidence is also consistent with other
explanations or conclusions, and that these other alternatives have not
been refuted.

Simultaneous evaluation of multiple, competing hypotheses is very
difficult to do. To retain three to five or even seven hypotheses in working
memory and note how each item of information fits into each hypothesis
is beyond the mental capabilities of most people. It takes far greater men-
tal agility than listing evidence supporting a single hypothesis that was
pre-judged as the most likely answer. It can be accomplished, though,
with the help of the simple procedures discussed here. The box below
contains a step-by-step outline of the ACH process.

Step 1

Identify the possible hypotheses to be considered. Use a group of
analysts with different perspectives to brainstorm the possibilities.

Psychological research into how people go about generating hypoth-
eses shows that people are actually rather poor at thinking of all the pos-
sibilities.®® If a person does not even generate the correct hypothesis for
consideration, obviously he or she will not get the correct answer.

86. Charles Gettys et al., Hypothesis Generation: A Final Report on Three Years of Research,
Technical Report 15-10-80 (University of Oklahoma, Decision Processes Laboratory, 1980).

96






























In Step 3 you identified the evidence and arguments that were most
diagnostic, and in Step 5 you used these findings to make tentative judg-
ments about the hypotheses. Now, go back and question the few linchpin
assumptions or items of evidence that really drive the outcome of your
analysis in one direction or the other. Are there questionable assumptions
that underlie your understanding and interpretation? Are there alterna-
tive explanations or interpretations? Could the evidence be incomplete
and, therefore, misleading?

If there is any concern at all about denial and deception, this is
an appropriate place to consider that possibility. Look at the sources of
your key evidence. Are any of the sources known to the authorities in
the foreign country? Could the information have been manipulated? Put
yourself in the shoes of a foreign deception planner to evaluate motive,
opportunity, means, costs, and benefits of deception as they might ap-
pear to the foreign country.

When analysis turns out to be wrong, it is often because of key
assumptions that went unchallenged and proved invalid. It is a truism
that analysts should identify and question assumptions, but this is much
easier said than done. The problem is to determine which assumptions
merit questioning. One advantage of the ACH procedure is that it tells
you what needs to be rechecked.

In Step 6 you may decide that additional research is needed to check
key judgments. For example, it may be appropriate to go back to check
original source materials rather than relying on someone else’s interpreta-
tion. In writing your report, it is desirable to identify critical assumptions
that went into your interpretation and to note that your conclusion is
dependent upon the validity of these assumptions.

Step 7

Report conclusions. Discuss the relative likelihood of all the hy-
potheses, not just the most likely one.

If your report is to be used as the basis for decisionmaking, it will be
helpful for the decisionmaker to know the relative likelihood of all the
alternative possibilities. Analytical judgments are never certain. There is
always a good possibility of their being wrong. Decisionmakers need to
make decisions on the basis of a full set of alternative possibilities, not
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just the single most likely alternative. Contingency or fallback plans may
be needed in case one of the less likely alternatives turns out to be true.

If you say that a certain hypothesis is probably true, that could mean
anywhere from a 55-percent to an 85-percent chance that future events
will prove it correct. That leaves anywhere from a 15-percent to 45 per-
cent possibility that a decision based on your judgment will be based on
faulty assumptions and will turn out wrong. Can you be more specific
about how confident you are in your judgment? Chapter 12, “Biases in
Estimating Probabilities,” discusses the difference between such “subjec-
tive probability” judgments and statistical probabilities based on data on
relative frequencies.

When one recognizes the importance of proceeding by eliminating
rather than confirming hypotheses, it becomes apparent that any written
argument for a certain judgment is incomplete unless it also discusses
alternative judgments that were considered and why they were rejected.
In the past, at least, this was seldom done.

The narrative essay, which is the dominant art form for the pre-
sentation of intelligence judgments, does not lend itself to comparative
evaluation of competing hypotheses. Consideration of alternatives adds
to the length of reports and is perceived by many analysts as detracting
from the persuasiveness of argument for the judgment chosen. Analysts
may fear that the reader could fasten on one of the rejected alternatives
as a good idea. Discussion of alternative hypotheses is nonetheless an
important part of any intelligence appraisal, and ways can and should be
found to include it.

Step 8

Identify milestones for future observation that may indicate
events are taking a different course than expected.

Analytical conclusions should always be regarded as tentative. The
situation may change, or it may remain unchanged while you receive
new information that alters your appraisal. It is always helpful to specify
in advance things one should look for or be alert to that, if observed,
would suggest a significant change in the probabilities. This is useful for
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of impressions on the basis of reporting from this source. It is easy to
rationalize maintaining these impressions by arguing that the informa-
tion was true despite the source being under control, or by doubting the
validity of the report claiming the source to be under control. In the lat-
ter case, the perseverance of the impression may itself affect evaluation of
the evidence that supposedly discredits the impression.
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There is some evidence that awareness of the anchoring problem is
not an adequate antidote.® This is a common finding in experiments
dealing with cognitive biases. The biases persist even after test subjects
are informed of them and instructed to try to avoid them or compensate
for them.

One technique for avoiding the anchoring bias, to weigh anchor so
to speak, may be to ignore one’s own or others’ earlier judgments and
rethink a problem from scratch. In other words, consciously avoid any
prior judgment as a starting point. There is no experimental evidence to
show that this is possible or that it will work, but it seems worth trying.
Alternatively, it is sometimes possible to avoid human error by employing
formal statistical procedures. Bayesian statistical analysis, for example,
can be used to revise prior judgments on the basis of new information in
a way that avoids anchoring bias.'%

Expression of Uncertainty

Probabilities may be expressed in two ways. Statistical probabilities
are based on empirical evidence concerning relative frequencies. Most
intelligence judgments deal with one-of-a-kind situations for which it
is impossible to assign a statistical probability. Another approach com-
monly used in intelligence analysis is to make a “subjective probability”
or “personal probability” judgment. Such a judgment is an expression
of the analyst’s personal belief that a certain explanation or estimate is
correct. It is comparable to a judgment that a horse has a three-to-one
chance of winning a race.

Verbal expressions of uncertainty—such as “possible,” “probable,”
“unlikely,” “may,” and “could”—are a form of subjective probability judg-
ment, but they have long been recognized as sources of ambiguity and
misunderstanding. To say that something could happen or is possible

139. Alpert and Raiffa, ibid.

140. Nicholas Schweitzer, “Bayesian Analysis: Estimating the Probability of Middle East
Conflict,” in Richards J. Heuer, Jr., ed., Quantitative Approaches to Political Intelligence: The
CIA Experience (Boulder, CO: Westview Press, 1979). Jack Zlotnick, “Bayes’ Theorem for
Intelligence Analysis,” Studies in Intelligence, Vol. 16, No. 2 (Spring 1972). Charles E. Fisk,
“The Sino-Soviet Border Dispute: A Comparison of the Conventional and Bayesian Methods
for Intelligence Warning”, Studies in Intelligence, vol. 16, no. 2 (Spring 1972), originally
classified Secret, now declassified. Both the Zlotnick and Fisk articles were republished in H.
Bradford Westerfield, Znside CIAs Private World: Declassified Articles from the Agency’s Internal
Journal, 1955-1992, (New Haven: Yale University Press, 1995).
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Chapter 13

Hindsight Biases in Evaluation of Intelligence
Reporting

Evaluations of intelligence analysis—analysts’ own evaluations of their
Judgments as well as others evaluations of intelligence products—are dis-
torted by systematic biases. As a result, analysts overestimate the quality of
their analytical performance, and others underestimate the value and quality
of their efforts. These biases are not simply the product of self-interest and lack
of objectivity. They stem from the nature of human mental processes and are
difficult and perhaps impossible to overcome.*>®

d ok sk ok ook sk ok ook sk ok ok sk sk ok sk sk ok sk o3k

Hindsight biases influence the evaluation of intelligence reporting
in three ways:

e Analysts normally overestimate the accuracy of their past judg-
ments.

o Intelligence consumers normally underestimate how much they
learned from intelligence reports.

e Opverseers of intelligence production who conduct postmortem
analyses of an intelligence failure normally judge that events were
more readily foreseeable than was in fact the case.

None of the biases is surprising. Analysts have observed these ten-
dencies in others, although probably not in themselves. What may be

150. This chapter was first published as an unclassified article in Studies in Intelligence, Vol. 22,
No. 2 (Summer 1978), under the title “Cognitive Biases: Problems in Hindsight Analysis.” It
was later published in H. Bradford Westerfield, editor, Inside CIAs Private World: Declassified
Articles from the Agency’s Internal Journal, 1955-1992 (New Haven: Yale University Press, 1995.)
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the disaster has occurred, but before the event it is obscure and preg-
nant with conflicting meanings.”** The fact that outcome knowledge
automatically restructures a person’s judgments about the relevance of
available data is probably one reason it is so difficult to reconstruct how
our thought processes were or would have been without this outcome
knowledge.

In several variations of this experiment, subjects were asked to re-
spond as though they did not know the outcome, or as others would
respond if they did not know the outcome. The results were little dif-
ferent, indicating that subjects were largely unaware of how knowledge
of the outcome affected their own perceptions. The experiment showed
that subjects were unable to empathize with how others would judge
these situations. Estimates of how others would interpret the data with-
out knowing the outcome were virtually the same as the test subjects’
own retrospective interpretations.

These results indicate that overseers conducting postmortemevalu-
ations of what analysts should have been able to foresee, given the avail-
able information, will tend to perceive the outcome of that situation as
having been more predictable than was, in fact, the case. Because they are
unable to reconstruct a state of mind that views the situation only with
foresight, not hindsight, overseers will tend to be more critical of intel-
ligence performance than is warranted.

Discussion of Experiments

Experiments that demonstrated these biases and their resistance to
corrective action were conducted as part of a research program in deci-
sion analysis funded by the Defense Advanced Research Projects Agency.
Unfortunately, the experimental subjects were students, not members of
the Intelligence Community. There is, nonetheless, reason to believe the
results can be generalized to apply to the Intelligence Community. The
experiments deal with basic human mental processes, and the results do
seem consistent with personal experience in the Intelligence Community.
In similar kinds of psychological tests, in which experts, including intel-
ligence analysts, were used as test subjects, the experts showed the same
pattern of responses as students.

154. Roberta Wohlstetter, Pear! Harbor: Warning and Decision (Stanford, CA: Stanford
University Press, 1962), p. 387. Cited by Fischhoft.
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My own imperfect effort to replicate one of these experiments using
intelligence analysts also supports the validity of the previous findings.
To test the assertion that intelligence analysts normally overestimate the
accuracy of their past judgments, there are two necessary preconditions.
First, analysts must make a series of estimates in quantitative terms—that
is, they must say not just that a given occurrence is probable, but that
there is, for example, a 75-percent chance of its occurrence. Second, it
must be possible to make an unambiguous determination whether the
estimated event did or did not occur. When these two preconditions are
present, one can go back and check the analysts’ recollections of their ear-
lier estimates. Because CIA estimates are rarely stated in terms of quan-
titative probabilities, and because the occurrence of an estimated event
within a specified time period often cannot be determined unambigu-
ously, these preconditions are seldom met.

I did, however, identify several analysts who, on two widely differ-
ing subjects, had made quantitative estimates of the likelihood of events
for which the subsequent outcome was clearly known. I went to these
analysts and asked them to recall their earlier estimates. The conditions
for this mini-experiment were far from ideal and the results were not
clear-cut, but they did tend to support the conclusions drawn from the
more extensive and systematic experiments described above.

All this leads to the conclusion that the three biases are found in
Intelligence Community personnel as well as in the specific test subjects.
In fact, one would expect the biases to be even greater in foreign affairs
professionals whose careers and self-esteem depend upon the presumed
accuracy of their judgments.

Can We Overcome These Biases?

Analysts tend to blame biased evaluations of intelligence perfor-
mance at best on ignorance and at worst on self-interest and lack of
objectivity. Both these factors may also be at work, but the experiments
suggest the nature of human mental processes is also a principal culprit.
This is a more intractable cause than either ignorance or lack of objectiv-
ity.

The self-interest of the experimental subjects was not at stake, yet
they showed the same kinds of bias with which analysts are familiar.
Moreover, in these experimental situations the biases were highly resis-
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Collect information to evaluate all the reasonable hypotheses, not
just the one that seems most likely. Exploring alternative hypotheses that
have not been seriously considered before often leads an analyst into un-
expected and unfamiliar territory. For example, evaluating the possibility
of deception requires evaluating another country’s or group’s motives,
opportunities, and means for denial and deception. This, in turn, may
require understanding the strengths and weaknesses of US human and
technical collection capabilities.

It is important to suspend judgment while information is being as-
sembled on each of the hypotheses. It is easy to form impressions about
a hypothesis on the basis of very little information, but hard to change
an impression once it has taken root. If you find yourself thinking you
already know the answer, ask yourself what would cause you to change
your mind; then look for that information.

Try to develop alternative hypotheses in order to determine if some
alternative—when given a fair chance—might not be as compelling as
your own preconceived view. Systematic development of an alternative
hypothesis usually increases the perceived likelihood of that hypothesis.
“A willingness to play with material from different angles and in the con-
text of unpopular as well as popular hypotheses is an essential ingredient
of a good detective, whether the end is the solution of a crime or an intel-
ligence estimate.”

Evaluating Hypotheses

Do not be misled by the fact that so much evidence supports your
preconceived idea of which is the most likely hypothesis. That same evi-
dence may be consistent with several different hypotheses. Focus on de-
veloping arguments against each hypothesis rather than trying to confirm
hypotheses. In other words, pay particular attention to evidence or as-
sumptions that suggest one or more hypotheses are /ess likely than the
others.

Recognize that your conclusions may be driven by assumptions that
determine how you interpret the evidence rather than by the evidence
itself. Especially critical are assumptions about what is in another coun-
try’s national interest and how things are usually done in that country.
Assumptions are fine as long as they are made explicit in your analysis

155. Roberta Wohlstetter, Pear! Harbor: Warning and Decision (Stanford: Stanford University
Press, 1962), p. 302.
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and you analyze the sensitivity of your conclusions to those assumptions.
Ask yourself, would different assumptions lead to a different interpreta-
tion of the evidence and different conclusions?

Consider using the matrix format discussed in Chapter 8, “Analysis
of Competing Hypotheses,” to keep track of the evidence and how it
relates to the various hypotheses.

Guard against the various cognitive biases. Especially dangerous are
those biases that occur when you lack sufficient understanding of how a
situation appears from another country’s point of view. Do not fill gaps
in your knowledge by assuming that the other side is likely to act in a
certain way because that is how the US Government would act, or other
Americans would act, under similar circumstances.

Recognize that the US perception of another country’s national in-
terest and decisionmaking processes often differs from how that country
perceives its own interests and how decisions are actually made in that
country. In 1989-90, for example, many analysts of Middle Eastern af-
fairs clearly assumed that Iraq would demobilize part of its armed forces
after the lengthy Iran-Iraq war so as to help rehabilitate the Iragi econo-
my. They also believed Baghdad would see that attacking a neighboring
Arab country would not be in Iraqs best interest. We now know they
were wrong,.

When making a judgment about what another country is likely to
do, invest whatever time and effort are needed to consult with whichever
experts have the best understanding of what that country’s government is
actually thinking and how the decision is likely to be made.

Do not assume that every foreign government action is based on a
rational decision in pursuit of identified goals. Recognize that govern-
ment actions are sometimes best explained as a product of bargaining
among semi-independent bureaucratic entities, following standard oper-
ating procedures under inappropriate circumstances, unintended conse-
quences, failure to follow orders, confusion, accident, or coincidence.

Selecting the Most Likely Hypothesis

Proceed by trying to reject hypotheses rather than confirm them.
The most likely hypothesis is usually the one with the least evidence
against it, not the one with the most evidence for it.

In presenting your conclusions, note all the reasonable hypotheses
that were considered. Cite the arguments and evidence supporting your
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To facilitate institutional memory and learning, thorough postmor-
tem analyses should be conducted on all significant intelligence failures.
Analytical (as distinct from collection) successes should also be studied.
These analyses should be collated and maintained in a central location,
available for review to identify the common characteristics of analytical
failure and success. A meta-analysis of the causes and consequences of
analytical success and failure should be widely distributed and used in
training programs to heighten awareness of analytical problems.

To encourage learning from experience, even in the absence of a
high-profile failure, management should require more frequent and sys-
tematic retrospective evaluation of analytical performance. One ought
not generalize from any single instance of a correct or incorrect judg-
ment, but a series of related judgments that are, or are not, borne out by
subsequent events can reveal the accuracy or inaccuracy of the analyst’s
mental model. Obtaining systematic feedback on the accuracy of past
judgments is frequently difficult or impossible, especially in the political
intelligence field. Political judgments are normally couched in imprecise
terms and are generally conditional upon other developments. Even in
retrospect, there are no objective criteria for evaluating the accuracy of
most political intelligence judgments as they are presently written.

In the economic and military fields, however, where estimates are
frequently concerned with numerical quantities, systematic feedback
on analytical performance is feasible. Retrospective evaluation should
be standard procedure in those fields in which estimates are routinely
updated at periodic intervals. The goal of learning from retrospective
evaluation is achieved, however, only if it is accomplished as part of an
objective search for improved understanding, not to identify scapegoats
or assess blame. This requirement suggests that retrospective evaluation
should be done routinely within the organizational unit that prepared
the report, even at the cost of some loss of objectivity.

Exposure to Alternative Mind-Sets

The realities of bureaucratic life produce strong pressures for confor-
mity. Management needs to make conscious efforts to ensure that well-
reasoned competing views have the opportunity to surface within the
Intelligence Community. Analysts need to enjoy a sense of security, so
that partially developed new ideas may be expressed and bounced off
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others as sounding boards with minimal fear of criticism for deviating
from established orthodoxy.

Much of this book has dealt with ways of helping analysts remain
more open to alternative views. Management can help by promoting
the kinds of activities that confront analysts with alternative perspec-
tives—consultation with outside experts, analytical debates, competitive
analysis, devil’s advocates, gaming, and interdisciplinary brainstorming.

Consultation with outside experts is especially important as a means
of avoiding what Adm. David Jeremiah called the “everybody-thinks-
like-us mindset” when making significant judgments that depend upon
knowledge of a foreign culture. Intelligence analysts have often spent less
time living in and absorbing the culture of the countries they are working
on than outside experts on those countries. If analysts fail to understand
the foreign culture, they will not see issues as the foreign government sees
them. Instead, they may be inclined to mirror-image—that is, to assume
that the other country’s leaders think like we do. The analyst assumes that
the other country will do what we would do if we were in their shoes.

Mirror—imaging is a common source of analytical error, and one
that reportedly played a role in the Intelligence Community failure to
warn of imminent Indian nuclear weapons testing in 1998. After lead-
ing a US Government team that analyzed this episode, Adm. Jeremiah
recommended more systematic use of outside expertise whenever there
is a major transition that may lead to policy changes, such as the Hindu
nationalists’ 1998 election victory and ascension to power in India.'?”

Pre-publication review of analytical reports offers another opportu-
nity to bring alternative perspectives to bear on an issue. Review proce-
dures should explicitly question the mental model employed by the ana-
lyst in searching for and examining evidence. What assumptions has the
analyst made that are not discussed in the draft itself, but that underlie
the principal judgments? What alternative hypotheses have been consid-
ered but rejected, and for what reason? What could cause the analyst to
change his or her mind?

Ideally, the review process should include analysts from other ar-
eas who are not specialists in the subject matter of the report. Analysts
within the same branch or division often share a similar mind-set. Past
experience with review by analysts from other divisions or offices indi-

157. Transcript of Adm. David Jeremiah’s news conference at CIA, 2 June 1998.
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cates that critical thinkers whose expertise is in other areas make a signifi-
cant contribution. They often see things or ask questions that the author
has not seen or asked. Because they are not so absorbed in the substance,
they are better able to identify the assumptions and assess the argumenta-
tion, internal consistency, logic, and relationship of the evidence to the
conclusion. The reviewers also profit from the experience by learning
standards for good analysis that are independent of the subject matter of
the analysis.

Guiding Analytical Products

On key issues, management should reject most single-outcome
analysis—that is, the single-minded focus on what the analyst believes
is probably happening or most likely will happen. When we cannot af-
ford to get it wrong, or when deception is a serious possibility, manage-
ment should consider mandating a systematic analytical process such as
the one described in Chapter 8, “Analysis of Competing Hypotheses.”
Analysts should be required to identify alternatives that were considered,
justify why the alternatives are deemed less likely, and clearly express the
degree of likelihood that events may not turn out as expected.

Even if the analyst firmly believes the odds are, say, three-to-one
against something happening, that leaves a 25-percent chance that it will
occur. Making this explicit helps to better define the problem for the
policymaker. Does that 25-percent chance merit some form of contin-
gency planning?

If the less likely hypothesis happens to be, for example, that a new
Indian Government will actually follow through on its election cam-
paign promise to conduct nuclear weapons testing, as recently occurred,
even a 25-percent chance might be sufficient to put technical collection
systems on increased alert.

Verbal expressions of uncertainty—such as possible, probable, un-
likely, may, and could—have long been recognized as sources of ambi-
guity and misunderstanding. By themselves, most verbal expressions of
uncertainty are empty shells. The reader or listener fills them with mean-
ing through the context in which they are used and what is already in the
reader’s or listener’s mind about that subject. An intelligence consumer’s
interpretation of imprecise probability judgments will always be biased
in favor of consistency with what the reader already believes. That means
the intelligence reports will be undervalued and have little impact on the
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consumer’s judgment. This ambiguity can be especially troubling when
dealing with low-probability, high-impact dangers against which policy-
makers may wish to make contingency plans.

Managers of intelligence analysis need to convey to analysts that it is
okay to be uncertain, as long as they clearly inform readers of the degree
of uncertainty, sources of uncertainty, and what milestones to watch for
that might clarify the situation. Inserting odds ratios or numerical prob-
ability ranges in parentheses to clarify key points of an analysis should be
standard practice.

The likelihood of future surprises can be reduced if management
assigns more resources to monitoring and analyzing seemingly low-prob-
ability events that will have a significant impact on US policy if they do
occur. Analysts are often reluctant, on their own initiative, to devote time
to studying things they do not believe will happen. This usually does not
further an analyst’s career, although it can ruin a career when the unex-
pected does happen. Given the day-to-day pressures of current events, it
is necessary for managers and analysts to clearly identify which unlikely
but high-impact events need to be analyzed and to allocate the resources
to cover them.

One guideline for identifying unlikely events that merit the specific
allocation of resources is to ask the following question: Are the chances
of this happening, however small, sufficient that if policymakers fully
understood the risks, they might want to make contingency plans or
take some form of preventive or preemptive action? If the answer is yes,
resources should be committed to analyze even what appears to be an
unlikely outcome.

Managers of intelligence should support analyses that periodically
re-examine key problems from the ground up in order to avoid the pit-
falls of the incremental approach. Receipt of information in small incre-
ments over time facilitates assimilation of this information to the analyst’s
existing views. No one item of information may be sufficient to prompt
the analyst to change a previous view. The cumulative message inherent
in many pieces of information may be significant but is attenuated when
this information is not examined as a whole.

Finally, management should educate consumers concerning the
limitations as well as the capabilities of intelligence analysis and should
define a set of realistic expectations as a standard against which to judge
analytical performance.
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